
 

Is your cell phone hacked? 

Overview 

Modern life increasingly takes 

place via cell phones. Personal 

financial transactions like 

shopping and banking, complex 

corporate deals, everything is 

stored on these tiny devices. With 

so much sensitive information at 

risk, users are concerned about cell phone hacking, and it’s a common 

question at Cyber Investigation Services. 

 

The reality is that only a very small percentage of cell phones are hacked, but 

corporate devices are more at risk than personal devices. In this article we’ll 

look at some methods, from the mundane to the high-tech. 

 

Who is a target for cell phone hacking? 

 

Public figures such as celebrities, politicians, and government officials make 

more attractive targets for hackers, as well as corporate or financial executives 

and other high net-worth individuals. We found that 8 out of 1000 cell phones 

are verifiably hacked - this figure rises to 70 out of 1000 when only corporate 

devices are considered. (Source: Lookout PDF). Corporate devices in the 

financial services fields are disproportionately targeted. 

 



 

Legal disputes offer personal, rather than financial, motivation to hack cell 

phones. Involvement in procedures such as Child Custody, Divorce, Corporate 

Disputes, or Whistleblowers can make non-public figures a target. Hackers 

involved in a personal or legal dispute are likely to be close to the victim. 

Cell phone hacked via access to device 

 

The unglamorous truth is that most cell phones are ‘hacked’ by gaining 

physical access to the device. If the advanced spy techniques covered later in 

this article are a daredevil bank heist, this would be walking into an unlocked 

home and helping yourself. 

 

The most obvious and frequent method of ‘hacking’ is simply rummaging 

through an unattended device. Unlock patterns and pin codes offer some 

resistance, but can often be observed or guessed. 

 

What about a cell phone that is never left unattended? With most users 

backing their data up to cloud services, these offer another potential point of 

access. While users are getting better at choosing strong passwords (and 

some, sadly, keep using their birthday), access can be gained knowing 

someone’s email address and security question answers.  Many email 

addresses are easily guessed combinations of first and last names, from just a 

few major providers such as Gmail. Victims are most frequently hacked by 

someone close to them, who are more likely to know their mother’s maiden 

name. 

 

Public WiFi hotspots, especially unsecured hotspots, offer a frighteningly easy 

way to gain access to your data. Any observer with the right (free, 

downloadable) tools can see what websites are being accessed by network 



 

users, and gain access to login information, passwords, and cookies from 

unsecured connections. 

 

 

Cell phone hacked via installed software 

 

Smartphones are mini computers and are susceptible to many of the same 

threats as their full-sized counterparts.  As more and more people use their 

smartphones for daily tasks such as shopping and banking, there has been an 

explosion in malicious software aimed to exploit people’s privacy and personal 

information.  

 

Malicious software can infect a device in several ways. The most common 

method is to trick a user into downloading and executing the virus by 

disguising it as another, beneficial program or application. Some of these 

applications will transmit your data directly, while others expose vulnerabilities 

in the operating system and make it vulnerable to further attacks. Other types 

which can monitor your location, every keystroke made and steal passwords 

to banking and other important websites, can be installed by a hacker with 

physical or remote access to the device. 

 

Cell phones hacked by advanced spy and 

government surveillance 

While small-scale hackers and those with a grudge against their target utilize 

simple, more commercialized attack methods, others such as government 

agencies, private investigators, and any hacker with the financial means and 

connections can gain access to more advanced equipment that can hack your 



 

phone without coming near it. The UK Government, for example, developed 

software that can turn cell phones on or off, remotely activate the microphone 

and camera, and hide its presence when discovered. Details of what’s on the 

market and exactly how it works are shrouded in secrecy - here’s just a few 

examples. 

IMSI catchers 

Cell-site simulators, or IMSI (International Mobile Security Identity) catchers 

have been used by law enforcement for years. They work by disguising 

themselves as legitimate cell phone towers. Their strong network signal tricks 

nearby phones into connecting to them and giving up their information without 

ever touching the device or alerting the unsuspecting user. 

 

IMSI catchers can go by lots of names - Stingray, Hailstorm, Amberjack, 

Triggerfish - some are more well-known than others. They can be use to track 

a device location, intercept calls and messages, make fake calls and 

messages to the target, and even perform attacks such as denial of service, 

delivering malware, and flashing (rewriting) firmware. 

 

In theory, these devices are used for good by federal and local law 

enforcement. In practice the police can use them to gather illegal evidence 

against a target, and can be bought on the black market by any hacker with 

enough in the bank. Maryland’s second highest court ruled that Police must 

get a warrant to utilize Stingray devices against their targets. With that said, 

hackers can and will still utilize these types of devices under more 

sophisticated types of attacks.  

 

http://www.express.co.uk/news/uk/610024/Edward-Snowden-UK-Government-hack-smartphones
http://www.express.co.uk/news/uk/610024/Edward-Snowden-UK-Government-hack-smartphones
http://www.express.co.uk/news/uk/610024/Edward-Snowden-UK-Government-hack-smartphones


 

 

SS7 

Signaling System 7 (SS7) is an international telecommunications standard that 

defines how network elements in a public switched telephone network 

exchange information digitally - in short, it’s the backbone of the cellular 

network. Unfortunately, the architecture behind SS7 has serious flaws around 

authentication and security and leaves it open to exploitation. 

 

Those with access to SS7, and hackers who can access this backbone of 

cellular communications can eavesdrop on calls and track locations remotely 

via the mobile network. Groups like Wolf Intelligence, Hacking Team, and 

Finisher sell these services to government officials and private investigators, 

but they can be also be found for sale on the dark web.  

 

Geolocation/Silent SMS 

A ‘Silent SMS’ is an empty message - the receiving device acknowledges it 

has been received, but discards the contents. The user receives no 

notification or indication that this has happened, but the sender can tell 

whether the device is switched on or off, and can triangulate its location.  

 

Governments, such as the German criminal investigation services, use silent 

SMS to track suspects, but apps that send and receive silent SMS are 

publically available to anyone who has access to the technology that can be 

modified to track specific targets.  

Conclusion 

 

http://www.phonearena.com/news/Did-you-know-that-silent-text-messages-can-be-used-to-track-your-whereabouts_id53557


 

The unfortunate truth is that if someone has the financial means, or technical 

savvy it’s virtually impossible to prevent or detect cell phone hacking against 

someone that has become a target of government agencies, police, or very 

sophisticated investigators or hackers. These types of hacks are typically 

reserved for activist groups, terrorists, criminal rings, high net-worth individuals 

or CEOs of major corporations. Everyday users are typically the victims of 

more common hacks such as guessing password or challenge questions, 

physical access to your phone, or commercial spyware.  

If you believe that you have become the victim of unlawful interception of 

communications it is recommended that you report it to the police if you have 

clear evidence that you have been hacked, if not then you can hire 

professional Cyber Forensic specialist that can help you determine if you have 

been hacked and help you gather the evidence that can be utilized in both a 

criminal or civil action.  
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